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Secure and Dependable Communications 
From RFL Communications 
 
 
Power Utilities are at the heart of our 
prosperity and as such demand reliable, 
secure communications infrastructures. 
Utility requirements include the transfer of 
time critical operational data, used to 
preserve the integrity of the network, 
rapidly isolating faults, preventing 
customers from needless disconnections 
and damage to electrical plant. 
 
A typical protection scheme includes two 
relays at either end of a transmission line. 
The relays identify fault conditions by 
comparing information on the local end 
line condition, to that received from the 
remote end relay. To operate within 
tolerance and remain stable these 
protection schemes need to communicate 
over fixed delay, symmetrical 
communications links. Additional 
considerations include a 1+1 protected 
path that avoids common points of failure. 
Should the protection fail as a 
consequence of excessive delay or 
incorrect information exchange, electricity 
supplies can be interrupted and expensive 
electrical plant damaged. 
 
As most public telecom network operators 
migrate from TDM to IP based solutions 
that include dynamic management, their  

 
 
 
 
 
 
 
 

Within the utility, time critical operational 
requirements are balanced with an 
increased demand for the communication 
of less critical high bandwidth 
management information. This can 
involve the transfer of metering and event 
log information from sub-stations to a 
central control room, remote engineers 
logging into the corporate network or even 
remote video surveillance. Access to these 
services is vital in order to improve 
efficiency and better utilise resources. 
 
 
 

suitability for these applications becomes  
questionable.  
 
 
In summary, a power utility telecom network has to accommodate: 
 

- low bandwidth time critical protection and control systems 
- high bandwidth data/IP and video services 

  
RFL have the experience and expertise to satisfy these demands. 
 
 
 
 
 
 
 
 



 
Utility knowledge combined with telecom expertise 
 
 
RFL Communications, as a supplier of 
telecom and protection equipment, 
combine practical experience with 
products that address both operational and 
higher bandwidth management 
requirements. The integration of TDM  
with IP services requires careful planning 
and consideration. 

 
As a specialist supplier RFL can satisfy 
the technical and technology aspirations of 
a power utility telecom engineer. 
This involves understanding the protection 
philosophy of the utility, emerging 
standards and their connection 
requirements.

 
Figure 1A – Mixed Service Platform 
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Security & Dependability       Technology Constraints 
 
These are essential measurements made by 
a utility protection engineer to define the 
performance of his protection scheme. 
Security defines how sure they can be that 
the scheme will not ‘false operate’ given a 
number of onerous network and 
environmental conditions. Dependability 
is how certain they are that the scheme 
will work when needed. 
 
RFL products have been specifically 
designed for implementation within a high 
voltage sub-station environment and will 
operate within these performance 
constraints during fault conditions. This is 
an onerous challenge and, one that RFL 
meet. 
 

RFL have identified that any new 
infrastructure needs to address existing 
and emerging requirements. Consideration 
is therefore given to the management of 
protection links that require fixed delay 
and protected paths through the backbone, 
with full integration of high bandwidth IP 
Services.  
 
This integrated approach ensures a 
coherent telecom strategy can be adopted, 
meeting all performance demands and 
preserving capital investment.  
 
RFL will build a complete solution, 
meeting all the communication 
requirements; telecom, datacom and 
protection. 
 

 
 



 
Network Strategy 
 
RFL Communications provide a range of access technologies, configurable to ensure full 
integration of a utilities communication requirement onto a common, protected backbone.  
 

Figure 1B – Integrated Telecom Solution 
 

Time Critical
protection

TDM Services
IP Services
Video/LAN

SCADA/Control

GIGABIT ETHERNET
SERVICES

Transport Layer

Transport Layer Transport Layer Transport Layer

Transport Layer

Trip
relay

I/Trip

Trip
relay

I/Trip

Diff
Relay

Transport Layer

Diff
Relay

Time Critical
Teleprotection

symmetrical fixed
delay

Transport Layer

Data

PABX

power-line power-line

Video

SDH Protected Ring
(TDM fixed delay svc's)

SDH Protected Ring
(TDM fixed delay svc's)

Modem RTU

SDH (TDM) Deterministic Service

Ethernet/IP Non-deterministic Services

Transport Layer UMUX Multiservice Platform

Diagram Key

 
 
Access technologies: 
 

- Low speed data for various 
applications that can interface via 
power line carrier, radio, 
HDSL/ADSL or PDH 
multiplexers 

- High bandwidth solutions for sub-
station IP connectivity, 
Hubs/routers and Gigabit Ethernet 
switches 

 
 
Transport Layer technologies: 

 
- PDH and SDH systems from 

2.048Mbit/s to STM-16 solutions 
- ATM/Gigabit Ethernet 

 
Management 
 

- Remote access for network alarm 
reporting is seen as essential 

- Centralised management for 
provisioning can be enabled to 
include audit and performance 
statistical analysis 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

 
 



 
Understanding and Meeting Expectations 
 
Project Consultancy 
 
RFL Communications can use their knowledge 
and experience to specify and design a system 
to meet most utility applications. Particular 
emphasis is given to the selection of best fit 
technology, matched to the existing legacy 
services and emerging requirements of both 
the operational and management staff. 
 
System Engineering 
 
RFL Communications are a project company 
with procedures and systems designed to meet 
the requirements of mission critical power 
utility projects. This ensures that expectations 
can be met from a first draft design to final 
implementation. RFL have a purpose built 
facility in the UK that can facilitate the design, 
build and integration of a complete utility 
network.  
 
RFL endeavour to meet the highest standards 
at all phases of a project. This includes the 
provision of accurate complete documentation, 
products that meet all relevant standards and 
high quality workmanship. 
 
Installation 
 
The RFL engineering team have an extensive 
knowledge of telecom technologies and their 
deployment within substation and power 
station environments. Engineers are trained 
and equipped to complete a full range of 
installation activities.  
 
RFL are committed to providing customers 
with high standards of workmanship, focused 
on the provision of a fully integrated solution. 
 
Test and Commissioning 
 
All commissioning staff are mobilised on the 
basis that they are conversant with both the 
RFL scope of supply and its application. This 

ensures that the system is tested and 
commissioned to operate with all of the 
substation components.  
 
RFL ensure that any system they supply is 
fully tested and provisioned around the actual 
requirements of the customer.  
 
Once completed customers receive a full set of 
documentation with system drawings and 
setting/programming software when 
appropriate. 
 
In summary, customers are delivered a full 
turnkey solution, to specification, on time. 
 
Post Sales Support 
 
A full range of support services are available. 
These include training, extended working day 
technical telephone support and site visits. 
 
Training is tailored to meet customer 
requirements and is given at the product and 
system level. This ensures that, where 
possible, the customer can be confident they 
have all the required skills to maintain their 
own system. 
 
The technical support desk provides telephone 
support to help with fault diagnostics and 
system upgrades. RFL when given access and 
authority can remotely interrogate most of 
their systems.  
 
Site services can be requested and RFL 
endeavour to mobilise within 8 hours of any 
reasonable request. RFL Engineers will arrive 
on site at 08:30am with the knowledge, tools 
and hardware to resolve most issues. 
 
For a small fee RFL offer 24 Hour, 7 day week 
engineering cover. This entitles users to 
telephone and site support, with committed 
response times.   

 

 

RFL Communications plc 
Connect 17, Avon Way, 
Langley Park 
Chippenham 
SN15 1GG 
01249 446500 
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